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3.1. Artificial Neural Networks

Artificial neural networks and deep learning are a set of ma-
chine learning methods that can be used to approximate non-
linear functions (Schmidhuber, 2015). Neural networks con-
sist of a set of neurons where the output from some neurons
are inputs to other neurons and can be represented as a com-
putational graph. Each neuron is a non-linear function of the
inputs to the neuron, for example

xi,out = hi(w
T
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where xi,in denote the inputs to neuron i, xi,out the output,
wi is a vector of weights, �i is a bias, and hi is a non-linear
activation function, e.g. rectified linear unit (ReLU), sigmoid
or hard tan (Aggarwal, 2018). A common method for training
neural networks is to use back-propagation.

Conventional neural network designs arrange the neurons in
different layers. The first layer of the neural network is de-
noted the input layer, the final layer is called the output layer,
and all layers in between are called hidden layers. One type
of neural networks, called recurrent neural networks, can
be used to model temporal dynamic systems (Pearlmutter,
1995). In recurrent neural networks, the output from some
neurons are used as input to other neurons at concurring time
steps. This is shown in Figure 3 where the state variable x̂1 is
used as input in the next time instance of the recurrent neural
network. The variable ut is an input signal and ŷt is an output
signal at time instance t.
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Figure 3. An example of a recurrent neural network. The
figure illustrates the neural network structure of residual r5

in Eq. (11) that is used to compute ŷt.

3.2. Model-Based Fault Diagnosis

In model-based fault diagnosis, faults are identified by detect-
ing inconsistencies between sensor data y and predictions ŷ
from a physical-based model of the system, using residuals
r = y � ŷ. To generate residuals require analytical redun-
dancy in the model (Travé-Massuyès, 2014). A residual is a
function of known variables and is, ideally, zero in the nom-
inal case. Because of model uncertainties and sensor noise,
different types of statistical tests are used to determine when
a significant change in the residual output has occurred. Each
residual models nominal system behavior, and can thus be in-
terpreted as an anomaly classifier (Gupta, Gao, Aggarwal, &
Han, 2014).

3.2.1. Structural Methods

A useful analysis tool for model-based diagnosis is structural
methods (Blanke et al., 2006). A structural model is a bipar-
tite graph describing the relationship between variables and
equations and can be represented as an incidence matrix. Fig-
ure 4 shows an example of an structural representation of the
two tank model Eq. (2). Each row represents a model equa-
tion and each column a model variable. Equations e9 and e10
are used in the structural model to state the relationship that
ẋ = dx

dt where I in Figure 4 is used in these equations to
highlight the state variable and D its derivative (Frisk et al.,
2012).

The structural model is not dependent on the actual analyti-
cal expression which makes it a useful tool for analysis during
early system design since no parameter values are needed. By
using a method called Dulmage-Mendelsohn decomposition
on the structural model, it is possible to, for example, per-
form fault detectability and isolability analysis but also find
redundant equation sets for residual generation (Krysander,
Åslund, & Nyberg, 2008).

An example of a redundant equation set given Eq. (2) is
{e1, e3, e5}. The three equations contain two unknown vari-
ables x1 and xf,1 and can be used to generate a residual.
Matching algorithms can be used with redundant equation
sets to generate residuals, see for example (Frisk et al., 2017).
In principle, a matching algorithm finds a computational se-
quence describing how the known signals should be used to,
sequentially, compute the unknown variables in the model us-
ing the equation set when one of the equations is used as a
residual equation.

Example 3.1 Asssume that the functions h1 and g1 in
Eq. (2) are known. The equation set {e1, e3, e5} can be used
to design different residuals, for example,

˙̂x1 = h1 (g1(x̂1), u)

r = y1 � x̂1

(4)
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