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Table 1. A summary of the equation sets used to design each
neural network-based residual.

e1 e2 e3 e4 e5 e6 e7 e8
r1 X X X
r2 X X X
r3 X X X X
r4 X X X X X
r5 X X X
r6 X X X
r7 X X X X X

Table 2. A summary of the equation sets used to design each
neural network-based residual.

e1 e2 e3 e4 e5 e6 e7 e8
e1 X
e2 X X
e3 X
e4 X
e5 X
e6 X X
e7 X
e8 X X

is necessary to maintain the redundant model structure and to
make sure that faults not directly affecting the equations in the
model support of r6 are decoupled. Note that r6 resembles a
ResNet structure (He, Zhang, Ren, & Sun, 2016).

Ideal fault localization performance, i.e. when model uncer-
tainties are not considered, given the selected residual set is
summarized in Table 2. A fault in ei is isolable from a fault
in ej if there is a residual where ei is part of its model support
but not ej . An X at position (i, j) means that a fault affecting
equation ei cannot be isolated from a fault affecting equation
ej . Based on the selected residuals it is possible to, ideally,
localize a fault to a part of the system modeled by one equa-
tion. The exceptions are faults in e2, e6, and e8 that cannot be
isolated from a fault in e4.

4.1. Implementation and Training of Residuals

Each residual is implemented in Python and PyTorch and
trained using simulated fault-free data, see Figure 2. Each
non-linear function ⇠(·) is here modeled using a neural net-
work with three hidden layers, 32 neurons in each layer, and
ReLU as activation function. The training is performed by
simulating the system and minimizing the mean square er-
ror

P
t(yt � ŷt)2 using the ADAM solver (Kingma & Ba,

2014) and truncated back-propagation through time (Werbos,
1990). It is important that training data are representative
of nominal system operation since model validity is not ex-
pected for operating points not covered by training data.

An example of the evaluated residual outputs in the nomi-
nal case are shown in Figure 5. The left column shows the

Figure 5. The residual outputs using simulated fault-free
data.

residual time-series data, while the second column shows the
histogram of each residual. The two histograms in each plot
show the residual distribution during the first and second half
of the time-series. The red dashed lines represent the 1% and
99% quantiles of the blue histograms representing the first
half of the data set. These will be used analyze the residual
outputs when the distributions are affected by different faults.
Note that more sophisticated change detection algorithms can
be used, instead of thresholding the residual, to automatically
detect changes in the residual output, for example CUmula-
tive SUM (CUSUM) (Page, 1954).

5. EVALUATION

To evaluate the fault localization performance of the neural
network-based residuals, different fault scenarios are simu-
lated. For single-fault scenarios, fault localization can be per-
formed by analyzing the intersection of the model support
of all residuals that significantly deviate from their nominal
behavior. To handle multiple-fault scenarios, minimal hit-
ting set algorithms, such as the one proposed in (De Kleer
& Williams, 1987), can be applied to identify likely fault lo-
calizations.

The first simulated fault scenario is a leakage fault in tank
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