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the same layers have the same activation function. The first
layer is referred to as the input layer, where data is fed into
the neural network. The last layer is the output layer, which
returns the output from the neural network model, and the in-
between layers are referred to as hidden layers. The number of
layers denotes the depth and the maximum number of nodes
in any layer the width of the neural network.

Training of neural networks is performed by defining a cost
function, e.g. mean square error

P
(y � ŷ)2 for regression

problems, and updating the model parameters by computing
gradients using back-propagation and automatic differentiation
[10]. Training neural networks is a non-linear optimization
problem that can be computationally demanding since these
models can have a large amount of parameters to fit. Different
optimization solvers, regularization techniques, and training
strategies have been proposed to improve learning rate, avoid
overfit and reduce the risk of getting stuck in bad local minima
[10].

A. Recurrent Neural Networks

Recurrent neural networks are used to model dynamic
systems and time-series data. Internal states are modeled by in
the neural network by duplicating the network for each time
instance and add connections in some nodes between different
time steps, similar as state variables in a state-space model
[10].

V. MODEL-BASED DIAGNOSIS AND STRUCTURAL
MODELING

Model-based diagnosis uses physically-based models of the
system to be monitored to compute residuals r that compare
model predictions ŷ and sensor data y to detect inconsisten-
cies, as illustrated in Fig. 2. An advantage of model-based
diagnosis, with respect to data-driven methods, is that it is
possible to identify the root cause of unknown faults by
designing residual generators where the effects of certain faults
are decoupled. One efficient approach to analyze large-scale
non-linear models is called structural methods, see for example
[14]. In this work, structural methods will be used to find
and generate neural network models for residual generation.
Here, an introduction to model-based diagnosis and structural
models is presented.
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Fig. 2. An example of a residual rt comparing measurements from the system
yt with model predictions ŷt.

A. Fault detection and isolation
A residual generator models the nominal system behavior

where a significant deviation in the residual output implies that
a fault has occurred. Thus, a residual can be interpreted as an
anomaly classifier modeling data from the fault-free class [8].

By designing residual generators based on different sub-
models, it is possible to decouple the effects of different faults
on the residual outputs [3].

Definition 1: A residual rk is said to be (ideally) sensitive
to a fault fi if fi 6= 0 implies that rk 6= 0.
If a residual rk is not sensitive to a fault fi, the fault is said
to be decoupled in that residual.

Even though the set of residual generators is a set of
anomaly classifiers, their fault sensitivities can be used to
identify the root cause by analyzing their fault sensitivities.

Definition 2: A fault fi is isolable from fault fj if there is
a residual rk that is sensitive to fi but not fj .
The fault sensitivities of a set of residuals can be summarized
in a fault signature matrix where an X in position (i, j) means
that residual ri is sensitive to fault fj . By analyzing the fault
sensitivities of the set of residuals that are deviating from
their nominal behavior, a set of fault hypotheses, also called
diagnosis candidates, can be computed [31].

B. Change detection
One of the simplest methods to detect a change in the

nominal residual output is to compare it with a threshold
rt � J > 0 that is tuned to not exceed a certain false alarm
rate. This approach is not suitable to detect small faults while
having to fulfill a low false alarm rate. One solution is to use
a CUMulative SUm (CUSUM) test [32]:

Tt = max (0, Tt�1 + rt � ⌫) , T0 = 0 (2)

where ⌫ is a tuning parameter. The CUSUM test (2) integrates
the impact of the fault on the residual output (exceeding the
parameter ⌫) over time and a fault is detected by tuning a
threshold J such that Tt � J > 0. This allows for detection
of smaller faults without increasing the risk of false alarms by
allowing a longer time before detection.

C. Structural models
Structural analysis can be used to analyze fault diagnosis

properties of complex non-linear dynamic systems and sys-
tematic design of diagnosis systems [15]. A structural model
M = (E ,X ) is a bi-partite graph describing the relationship
between model equations E = {e1, e2, ...} and variables
X = {x1, x2, ...}, i.e. which variables are included in each
model equation. The structural model can be represented using
an incidence matrix where an X in row (i, j) mean that
variable xj is included in equation ei. Model variables are
partitioned into unknown variables, known variables, and fault
signals that are used to model how different faults are affecting
the system.

The rows and columns of the incidence matrix can be reor-
ganized using the Dulmage-Mendelsohn (DM) decomposition
[33] to analyze the structural redundancy properties of the sys-
tem [15]. The DM decomposition partitions a structural model


